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PURPOSE

- WeDo is purposing to help Telcos achieve
their objectives by providing a state of the
art data retention solution to store traffic
related data with the purpose of providing
the authorities such information in a fast
and secure manner.

+ Telecommunications (Interception and
Access) Amendment (Data Retention) Bill
2014
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PURPOSE

- Communication providers must ensure
the completeness and integrity of the
data they retain. This means that they
must have a procedure in place to track
all relevant categories of data and to
capture all data points within those
categories.

« Communication providers must protect
the data against accidental or intentional
destruction; accidental loss or alteration;
unauthorized or unlawful storage;
processing, access, disclosure or
accession by unauthorized persons.

- At the end of the retention period, the
communication provider is obliged to
destroy the retained data.
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PURPOSE

* Information to be retained:
* the identity of the subscriber to a service

» the source and destination of a
communication

* the date, time and duration
* the type of communication

* the location of the equipment used
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BENEFITS

... RAID Data Retention is a solution focused in data

@A storage, search and information retrieval, based on
)

» WeDo Framework to support:

7

—~—

\

Integration with other systems
v' Be prepared for quickly adapt in case of network elements or
network infrastructure change.
Large volumes of data

v Store billions of records per day of data generated at various
sources in the network

Security requirements
v'Maintain high security and restrict access to all xXDR and
customer data to ensure data confidentiality
Advanced Visualization

v' Handle hundreds of inquiries by CSP assistants and law
enforcement agencies per day

technologies
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SOLUTION ARCHITECTURE

User Interfaces
End User Extensive and Configurable report
, system
{ Search } E Search } E Results } { Filter }
Request Monitoring Handling Request
Solution Modules

Search Engine Data Retention Management Fast and efficient search

Integration Module .
Seamless Integration

Powerful and simple integration with
peripheral systems
Mediation

WeDo Technologies © 2015 — strictly confidential information. All rights reserved.
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SOLUTION ARCHITECTURE

SEARCH Domain
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Physical Data Organization

The solution works with two data types:

e Relational tables: store control information about data files,
searches, results and general configurations.

e Flat files: XDR files used by search processes.

Data Storage (multiple partitions)

/fs2

/data

A 4

Ivoice /internet

h 4 h 4

/2006 12007 /2008

/01 /12
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SOLUTION ARCHITECTURE

Search Engine Data retention Management

IntegrationAgen

« Admin area is used to configured
search related activities like:

« Schemas layouts

~

E] ‘::l xR Configuration

...... E System parameters o SeaI‘Ch Types
------ 3 Search groups

------ E User parameters
------ E Search Types
------ -2} Filesystems

« Search groups

& ’_j «DR Layouts * User parameters
- T} DR Fields
----- I} DR Schemas Layouts e System parameters

L E xDR Partition

WeDo Technologies © 2015 — strictly confidential information. All rights reserved.

« XDR partitions
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SOLUTION ARCHITECTURE

Search Type Details ( Id: 71 ) (Internal)

-— Name: Description: Permission:

B} «DF Configuration PGW_OUT_CIS [Pew_out_cis —All-
~-Ig} System parameters
g - Igh Search groups FormType: (@ Free () Predefined
> -} User parameters
(]
4 g Search Types Other Settings Scope
: i | sokewas 3
2 SCHEMAS
2 5 21 10R Layous |
= B} o 3 *DR Fields Date interval: @ gﬁgiRng A
: ------ T3} %DR Schemas Layouts MSC_OUT [ Edtable @
kS -+~ 2 #DR Partition MMSC_OUT v
= o
é Lol
(@]
- e el
o F_APN_ADDRESS
€ o | [FAmCTveE A P_SOURCE
F_A_SUB_IMSI .
= F_A_SUB_NUM ] PGW_OUT_CIS Editable @
8 < | |F_A_SUB_NUM_ORG
= F_CDR_COUNT v Visible @
B F_CHARGE_TYPE —
"5 - =,
5 Resut List 20131126 A Y] Edtable @
5‘ ICilnnnaQnrnn m 20131127 v
g Filesystems 20131128 Visible @
[%9)
g Y NAME Y STATUS |Y ROOT Y USAGE PLIRARRCTHPE
3 PATH PERCENT DATA Edtable ©
g ‘ . Other
S :] Delete | SEARCH1_FILESYSTEM Available /searchl/search1 18 Visible ©
— [
S —| Delete SEARCH2 FILESYSTEM Available Isearch2isearch2 23 P_START_HOUR
3 e ] :
| 12 Editable @
= _| Delete  SEARCH3_FILESYSTEM In use Isearch3 26 5 5
14 v 4 visbi
_| Delete | SEARCH4_FILESYSTEM Available Isearchd 41 ehe @
:I Delete | SEARCHS_FILESYSTEM Available /searchS 35
Save Cancel
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SOLUTION ARCHITECTURE

)
SEARCH WELCOME SEARCH REQUESTS CLASSIC CONFIGURATION
SMART COl

T CONTENT

SearchEngie }[ Dat rtonton anagemnt J Search Requests (Search Requests) / New Search Request (New Search Request)

Request New Search

w ORDER

REequest Mames*

Search for calls in CELL ABC during the attacks

* Predefined search;
Free search;
Search scheduling

2013-02-04 20153-02-13

 Define a set of criteria values |
that will be used in the
predefined search
expression.

Search Comunications by CELL

cCell1D*

C0043 - Paris

* For example:
- Originated calls from a
specific CELL
* Terminated calls to a set =
of numbers.
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SOLUTION ARCHITECTURE

N
Search Search Filter
Request Monitoring Request
Search Engine Data retention Management

IntegratiorAgents

Cn e o o ..

SEARCH ) WELCOME

Results
Handling

e Search List allows < Perform action as clone,
monitoring searches  cancel, suspend, resume
execution. and result view.

CLASSIC CONFIGURATION e ADMIN | Bt~

Search Requests (search Requests)

Submit Request Refresh Run Report / Refresh Results

ID ¥1 Request Name Status Progress Execution Time (s) Request By Request Date CDRs Evaluated CDRs Selected Start Date Range End

a
m 172 Request Number Zen Executed — adm 2014-02-19 10:05:15 Q 0 2014-02-0411:00.00
D) 171 Search for cell Executed — 1 adm 2014-02-19 10:04:20 144 144 2014-02-02 10:00.00
m 170 Request by IPAddress Executed — 1 adm 2014-02-19 10:03:46 2145 2145 2014-01-07 11:00.00
E 169 Request for Specifc Mumber  Executed — 52 adm 2014-02-1909:51:28 127,553 1193 2014-01-07 11:00.00
D) 168 Search for Site X access Executed — 83 adm 2014-02-19 0%:50:55 742502 742502 2014-01-1405:00.00
E 167 Request for 351931009995 Executed — 23 adm 2014-02-17 10:16:27 1199 1199 2014-01-0111:00.00
D] 186 Request for calls on Cell Executed — 1 adm 2014-02-17 09:52:00 7774 7774 2014-01-0111:00.00
D) 165 Request for callson 35193.. Executed — adm 2014-02-17 09:51:30 0 0 2014-02-17 11:00.00

D) 164 Searchforcallson 351931 Executed — adm 2014-02-17 09:45:22 0 0 2014-01-0111:00.00 :
-
1 4
Export Total Results fetched: 42 Last Update | 2015-02-13 17:52:06 | v
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Export

SOLUTION ARCHITECTURE

Search Search
Request Monitoring

Results
Handling

Filter
Request

prarsnion gt

IntegratiorAgents

Cn e o o ..

¥! Request Name

Request Numb...

Search for cell

Request by IPA..
Request for Spe...
Searchfor Site...
Request for 35...
Request for call..
Request for call..

Searchforcalls...

Status

Executed

Executed

Executed

Executed

Executed

Executed

Executed

Executed

Executed

=
=]

=
[
a2
&

O A O N O B O

Execution Time

(s)

52
&3

3

« Audit Report allows * Export capabilities to
Excel or CSV format.

Request By

adm
adm
adm
adm
adm
adm
adm
adm

adm

monitoring users
activities

Request Date

2014-02-1910-...
2014-02-13 10-.
20140219 1.
2014-02-190%....
2014-02-130%..
2014-02-17 10-...
2014-02-170%:...
2014-02-17 0%....

2014-02-170%:...

CDRs Evaluated CDRs Selected

0

146

2145

127553

7425902

1159

7774

0

0

144

2145

1193

742502

1199

7774

Start Date Range

2014-02-04 11...
2014-02-02 10...
20140107 11
2014-01-07 11...
2014-01-1409...
2014-01-0111...
2014-01-0111...
2014-02-17 11...

2014-01-0111...

End Date Range

2014-02-0411...
2014-02-0210...
2014010711
2014-01-0911...
2014-01-1311...
2014-01-0511...
2014-01-0311...
2014-01-1511...

2014-02-0311...

Search Request Expression

(IFieldvalue{F A NUMBER}="+351931008401) OR [FieldValue(F B NUMBE..
(FieldValuelF CELL ID)="C0021"

(FieldVluelF CELL ID)="C0004") AND {[FieldValue(F A IP ADDRESS)="10.2..
(FieldValue(F A NUMBER)="+35193100999¢") OR (FieldValue(F B NUMBE..
(FieldValuelF A P ADDRESS}="195.23.12.164") OR (FieldValuelF B IP_ADD..
(Fieldvalue(F A NUMBER)="+351931009995")

[FieldValue{F CELL_ID)="C0013")
(FieldValue(F A NUMBER)="+351931009995')

(FieldVzlue{F A NUMBER)="+351931009995")
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SOLUTION ARCHITECTURE

Search Results
Request Handling
Search Engine

IntegratiorAgents

Cn e o o ..

Search
Monitoring

Filter
Request

» Configure the fieldsto * Send results by
be displayed in the email, FTP,
result WebServices

Data retention Management

* Export to Excel, CSV,
PDF

Search Requests (Search Requests) / Results for Request IP Address (search Results)

Search Request
Search Request ID 29 Search Request Name RequestIP Address Search Request Submit Date 2014-02-1% Search Request CDRs Selected 218,842
Search Request Expression ([FieldValue(F_A_IP_ADDRESS) = "10.228.245.158") OR (FieldValue(F_B_IP_ADDRESS) = "10.228.245.158"))

WeDo Technologies © 2015 — strictly confidential information. All rights reserved.

Results Map

Y Filtered by . + North Sea | Map | Satellite ‘
- United Denmark

Is[«;arch Request gl:']i:inating gﬁ-.'zsstt:nr:p gﬁﬂi:;iw ?Er':ninatins gli:]r?sinatinglP %]r':ninatins P ([:)Efagzlr: CDR Data Size C[Jplzs\ervice gﬂliSubscriber CDRCellID  Cell Location . Kingdom Moty

MSISDN MSISDN Address Address o

29 +351931007... 2014-01-01... 2014-01-01... 10.228.245.1.. 6441142 98736704  GPRS POS o001 Paris - Ireland  Birmingham ot ands Bt -

29 +351931006... 2014-01-01... 2014-01-01... 10.228.245.1.. 195.23.12.164 1464320 GPRS POS cooot Paris Loion Blghit o l;lerman rage |

29 +351931007... 2014-01-01... 2014-01-01... 10.228.245.1.. 23207.36.140 58263968  GPRS POS o001 Paris e Pl

29 +351931009... 2014-01-02... 2014-01-02... 10.228.245.1.. 173.194.41.1. 15003520  GPRS POS cooot Paris . . nich  Bratslave,_

29 +351931009... 2014-01-01... 2014-01-01... 10.228.245.1.. 23207.36.140 73470272 GPRS POS o001 Paris 2219&‘1”‘ Austria

29 +351931007... 2014-01-01... 2014-01-01... 10.228.245.1.. 173.194.41.1. 63014144  GPRS POS cooot Paris oS DMigm &;Z%Eb

29 +351931007... 2014-01-02... 2014-01-02.. 10.228.245.1.. 23.207.86.140 80798464  GPRS POS o001 Paris Urin

29 +351931009... 2014-01-01... 2012-01-01.. 10.228.245.1.. 195.23.12.164 65129984  GPRS POS cooot Paris ille I;zge

29 +351931007... 2014-01-01... 2014-01-01... 10.228245.1.. 195.2312.164 70448864  GPRS POS o001 Paris Portuﬁal g g ?

29 +351931008.. 2014-01-02... 2014-01-02.. 10.228.245.1.. 23.207.86.140 96770112 GPRS POS cooot Paris | B Tyrrhenian Sea

29 +351931009... 2014-01-01... 2014-01-01... 10228.245.1.. 195.23.12.164 129556416 GPRS POS o001 Paris o giers Tunls

29 +391931006... 2014-01-02... 2014-01-02... 10.228.245.1.. 173.194.41.1. 112212128 | GPRS POS cooot Paris en Al S

29 +331931007.. 2014-01-01... 2014-01-01... 10228.245.1.. 173.194.41.1.. 114823632 GPRS POS o001 Paris . Cagab“apcla A o .

Export Total Results fetched: 48 ) Last Update | 2015-02-1318:10:40 | ¥/ I i s Map Data TenmquII;:m;epona map error
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SOLUTION ARCHITECTURE

* Filter feature allow the extension of the

retention period for a set of entities (e.g.

A_NUMBER=0414240147 is under
e e e Investigation)

 In the same way as when performing searches
users are able to mark some entities as being
iIn a watch list and disable their removal when
retention period terminates

Search Search Results Filter
Request Monitoring Handling Request

 The list of marked entities are available in
specific portal area

© 2015 - strictly confidential information. All rights reserved.

m Search: My Filters

- FILTERID | FILTERTYPENAME |  FILTER NAME DESCRIPTION SUBMIT DATE | EXPIRATION DATE m AUDIT EXPRESSION -

1 A_NUMBERFiter  Process #123POR43S  Process #123POR43S  2009-10-30 18:59:58 user! (A_NUMBER = “351992451245
2 A_NUMBER Fiter  Process #532PERY43S Process #532PERY43S  2009-10-30 19:00:50.  2010-12-25 usert (A_NUMBER = "351992451245")

2 Free Fiter Process #7E48FZX23S  Process #532PERY43S  2009-10-30 19:02:21 user!  FiekdValue(A_NUMBER) = “3519325523675" OR
FieldValue(B_NUMBER) = *3519325523675" OR
FieldValue(C_NUMBER) = *3519325623675
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SOLUTION ARCHITECTURE

« Search is able to store all repository data in
an encrypted format.

« Can be combined with xDR compression

Cn e o o ..

 File integrity is ensured using

@ Integrity management * File Integrity Validation
4 List failed
@@ Release truncated fies « “Untrusted” files management

M Access Management
A Modify Password

Fic e |rie o | Lastcheck | s |

SCH 1.246 2009-10-26 17:23:41  ADI014  Fie integrity check failed

Truncate
SCH 1.205 2009-10-26 17:23:43 ADID14 File integrity check failed Tru

SCH 1.214 2009-10-26 17:23:44  ADI014  File integrity check failed Truncate

WeDo Technologies © 2015 — strictly confidential information. All rights reserved.

SCH 1.217 2009-10-26 17:23:44  ADIO14  File integrity check failed
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SOLUTION ARCHITECTURE

—

1!

Uncompressed Archiving

Data retention Management

WeDo Technologies © 2015 — strictly confidential information. All rights reserved.
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@ @ m * Compressed Archiving —
xDR Record Deleted Data
Bl ‘

Perform the automatic housekeeping process, such as:

Remove older xDR files, according to the configured retention time.

Remove indexes files that have been excluded by the administrator
through the interface.

Compress and decompress xDR files.
Remove searches results.

Send notifications referring to searches results removal.




SOLUTION SECURITY

WeDo data retention solution manages the user sessions and its own application session, allowing the
existence of several simultaneous sessions. This service provides not only the creation of request
execution sessions but also validates the access of each of the requests.

WeDo data retention solution allows the management and control of users’ access. The user is clearly
identified by username and password, validating in turn the execution privileges for the system
operations. This way, any time a request is received by the server, the access manager is validated.

WeDo data retention solution implements its own access management policies, allows a great flexibility
at the user profile level for each system area, considering a profile to be a set of permissions and each
operation requiring a set of permissions

Security aspects are one of the focuses of this solution due to their importance and criticality. This
concern with security is dealt with globally and includes elements related to network, systems,
application and processes. The systems and network security is the base of all security policy to
implement under this solution. It is essential to ensure the systems integrity and also of the network in
which the application platform is based. Once the security at platforms and network level is ensured, it
is necessary to make sure that at the application level there are no common passwords or password
sharing among users.

WeDo data retention solution allows users’ profiles definition, and only the “administrator” profile is
allowed to configure and map the processes.

Notwithstanding the preventive measures taken during and after the solution implementation in what
security is concerned, it is also essential to ensure audit mechanisms once the system is productive. In
this sense the solution creates audit. In these records the relevant data about the performed or
attempted operation will be recorded, as well as the user, relevant operations values and session data.
From these records it will be possible to detect abusive use situations and attempts to perform forbidden
operations. The proposed solution allows the definition of rules according to the operation, amounts
involved, users, profiles and criticality levels.

WeDo data retention solution keeps tracking of its processes and actions through logging capabilities.

Each data retention solution application component creates log files where it writes its actions,
depending on the log level specified during installation (or reconfigured).

A production server should have its log level configured to NORMAL level which allows simples
tracing/log messages to be written (e.g. indicating that the applications are alive) and important error
messages.

WeDo data retention solution allows restricting data access according user permission through the
“Search Type” facility.

Using this facility, the administrator defines which type of data (schemas and partitioning fields) will be
available to the end-user when requesting a specific query, based on a previously created template.
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PROJECT APPROACH
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PROJECT APPROACH

1Billion xDRs to be processed
daily

« XDR average size of 250bytes

« 2 Year data retention period

« 13 data interfaces

Data migration?

WeDo Technologies © 2015 — strictly confidential information. All rights reserved.
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PROJECT APPROACH

Siebel CRM

Client Information

A 4

XD RS
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PROJECT APPROACH
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Analysis

Project Timeline

Configure
Reports &
External
Integrations

Configure Data

Loading and
Business Rules

Deployment
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Main Advantages
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MAIN ADVANTAGES

High Performance & Capacity Strong Security

The system can ingest several billion Comprehensive security features like
data records per day, supporting the role-based access control, and integrity
transaction rates generated checks prevent unauthorized access and
by large telecommunications networks  manipulation of sensitive data during
with millions of subscribers. storage and handover.

Better throughput for search request

processing due to: Cost-efficient

* the allocation of several processes | gywer demand for disk space because it
for a single search request (parallel | saq fiat files to archive xDRs, compared

processing); to solutions that use Oracle data base. A
* multiple execution queues. typical reduction of 4:1.

Seamless Integration

The system has been designed for
seamless integration into existing multi-
vendor and multi-service networks.
Supports multiple integration channels:
ftp, webservice, remote database
connection, ...
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RAID Retention vs Data Warehouse

Near real time response
Faster answer to internal and external requests

Control Mechanisms

Availability of several mechanisms to continuously and
adequately optimize the solution resources and improve
search performance

Security
SoX compliance allows the operator to have full knowledge of
all the accesses to the tool

Storage capability
Ability to store data related with a longer period of time then
DW solutions

Higher IT independency
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WHY WEDO?
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