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Netsweeper Web Content Filtering

Netsweeper is the internet your way. Manage acceptable use and compliance policies. Protect
your children, students or even increase employee productivity while meeting compliance
regulations. Netsweeper's Web Content Filtering solution provides the ideal combination of

intemal and external policy enforcement.

Key Features Key Benefits

eReal Time Filtering *Ensure safe web use
eCentralized Management *Measurable ROI

eGranular Policy Control eReduced legal risk

eTime Controls eAdhere to compliance
*SSL/HTTPS Protection eBandwidth management
eKeyword Blocking eIncrease employee productivity

eCustomizable Block Pages and Categories
*CIPA Compliance

eEasy to use Web Admin

eMultiple language support

ePersonalized Parental Controls

eParental Notifications

eDetailed Reporting

ePreventative Malware, Phishing and
Virus Protection

Customizable Content Filtering

Allow administrators to block all predefined categories or any combination of categories.
Our filters can be customized by time of day, for example during school or work hours.
Advanced SSL/HTTPS Protection

Internet traffic is being obscured by SSL, including some of the applications and sites that
introduce the most risk for your organization. Netsweeper's approach provides the
appropriate balance between security and performance by blocking at the hostname or by

selectively decrypting and inspecting SSL traffic based on policy.




Easy to Use Web-Admin

Administrators can enforce multiple custom policies for individual users or groups.
Administrators can also create or customize filtering lists to block harmful material more
effectively.

Client Filters

Netsweeper supports any device connected to the network and provides client filtering for

off network deployments on:

Google

ke Chrome

Dynamic Categorization

Netsweeper Atrtificial Intelligence engine has categorized over 8+ billion websites into 90
categories, such as pornography, adult, social networking, malware, phishing.

Safe Search Enforcement

Netsweeper allows enforcement of Safe Search capabilities across Google, Bing, and other
popular search portals.

Personalized Parental Controls

Protect your family on all computers, tablets, mobile devices and more. Netsweeper's
Personal Parental Controls allows parents to monitor the websites and content that their

children can access online and when.




Parental Alerts

Option to notify parents by email or SMS when attempts are being made to access blocked

or inappropriate websites.

Personalized Reporting

With Netsweeper's Personal Parental Control, parents receive detailed reporting of their

children’s online activity. Our reports include easy to read charts and graphs.
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®  CNS Lookup for unknown URLs

*  Reaktime URL Scanning &
Categorisation

*  Analysisfor web threats

* 3+ Billion URL Database(2015)



Technoloqy Specifications

DEPLOYMENT OPTIONS

Network TAP/Bridge, Port
Mirroring, Squid Proxy, ISA Server,
Niagara Networks,
Cisco/Sandvine/Procera
Integrations and a Web API for
custom interfaces

SCALABILITY

Netsweeper has proven
deployments with demanding high-
throughput customers delivering
filtering from a few thousand to
millions of users and on networks
with 40+ Gbps (or more) in traffic

SUGGESTED MINIMUM
REQUIREMENTS

2GHz Processor, 4GB RAM, 250GB
HD, One or more Network
Interfaces *Please Note: system
requirements vary based on
volume/deployment

WEB ADMIN LANGUAGE SUPPORT
Arabic, English, French, German,
Greek, Japanese, Portuguese,
Russian, Thai and Turkish

MULTI-LANGUAGE PROTECTION AND COMPLIANCE FOR SCHOOLS AND LIBRARIES

Protect children from inappropriate content over the Internet with Netsweeper’s Web Content
Filtering and ensure compliance with the Children’s Internet Protection Act (CIPA), while also
augmenting your PREVENT Strategy in the United Kingdom. Create custom policies for students and
teachers by time of day with reporting mechanisms, while ensuring a rewarding web experience.

In addition to external regulation compliance, Netsweeper is working with the UK Home Office,

while our Content Filtering is fully integrated with the Internet Watch Foundation (IWF), allowing
online updates from the IWF child abuse content blocking list.
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NeL 3L3
Phone: 1-518-772-08

Q Netsweeper UK
57 London Road,
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HP11 1BS, United Kingdom.

89 Phone: +44(0) 1442 800 172

Toll Free: 1-866-395-7131

Fax: 1-519-722-0896

Q Netsweeper Inc. India
No.5-12-2, Arihant Majestic Towers,
J N Road, Koyambedu,
Chennai - 600107, India.
Phone: +91 44 420 421

Q9 Netsweeper Netherlands
Amstelveenseweg 760, 1081 JK
Amsterdam, the Netherlands
+31 20760 1544

Q9 Netsweeper Middle East
F110-02, HQ Building,
Dubai Silicon Oasis.
Phone: +971 (05) 55368 565

sales@netsweepercom & www.netsweeper.com
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